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2. PIEU KIEN CAI PAT

2.1. Yéu cau trién khai.

- Dbi v6i thanh phan endpoint:
o Heé diéu hanh:
=  Windows: Tu windows 7 trd 1én
=  Windows server: Tu windows server 2012 trg 1én
= Linux:
e Ubuntu: Tu version 18.04 tré 1én
e Centos: Tur version 7 tro 1én
e Rocky Linux: Tt version 9.0 tr¢ 1én
o Tai nguyén:
= RAM: Téi thiéu 2GB
= Dung lwong trong t6i thiéu: 500MB
. CP‘U: Pentium‘CPU G4’16OO tré 1én
2.2. Cac dieu kién can thiet khac

- Quyen truy cap: Quyén admin - dé thuc:hién cai dat phan mém
- Co internet trong qua trinh cai dat

- G& cai dat cac phan mém Antivirusidang co trén may (Kaspersky, Bkav, .....)
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3. CACH TAI BAN CAI PAT UNG DUNG CMDD

Buéc 1: Truy cap Website hoic dudng dan tai bo cai CMDD do CMC Cyber
Security cung cép, sau d6 chon phién ban phu hop véi phong/ban cua ban.

B}ré'c 2: Kiém tra may tinh dang sir dung hé diéu hanh Windows 32-bit hay 64-bit
dé chon dung bo cai:
- Nhén t6 hgp phim Windows + Pause/Break trén ban phim.
- Cira s6 System hién ra, tim muc System type dé xem théng tin:
o Néu hién thi 32-bit Operating System, may ban dung Wiridows 32-bit.
o Néu hién thi 64-bit Operating System, may ban ding Windows 64-bit.

@ Device Specifications Copy
Device Name DESKTOP-KO640F5
Processor Intel(R) Core(TM) i3-8100 CPU @ 3.60GHz 3.60 GHz
Installed RAM 16.0 GB (15.8 GB usable)
Graphics Card Intel(R) UHD Graphics 630 (128 MB)
Storage 489 GB SSD Crucial_CT525MX300SSD1
Device ID 97CAB1AA-93F4-4C16-83CF-8F32500BFESE
Product ID 00330-80000-00000-AA156
System Type 64-bit operating system, x64-based processor
Pen and touch No pen or touch input is available for this display

Buwéc 3: Tai bo cai CMDD phil hop véi loai hé diéu hanh cua may va tién hanh cai
dat.
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4.CAI PAT VA KIEM TRA KET NOI

4.1. Cai dat wng dung CMDD

Buoc 1:

- M0 thu muc Tai vé hoic thu muc ban da luu tép cai ¢at CMDD.

- Nhap dup vao tép cai dit dé bat dau qua trinh cai dat.

4 Downloads * +
& 4 [&] 0 » Downloads
@ New M Tl sert = View
A Homne Mame Date mcclifi}:’c\ Type Size

v | act mianth

BJ Gallery

| @ cmDD 11/26/2025 9:47 AM Application 45,4935 KB

» @l tien - Personal

B Desktop
-\ Downloads
— Documents
Pictures
) Music

u Videos

> [ ThisPC
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Buéc 2: Nhan nut Cai dat dé tien hanh cai dat phan mem.
@ Cai dit - CMC Malware Detection & Defense phién ban 2025 = =
San sang cai dat
CMC Malware Detection & Defense d3 san sang d€ durge cai dat trén may tinh

cua ban.

Click Cai d&t d& tiép tuc,

Buwéc 3: Cho doi qua trinh cai dathoamtat:

@ Cai dit - CMC Malware Detection & Defense phién ban 2025 =

BPang cai dat
Qua trinh cdi d&t CMC Malware Detection & Defense dang dugc thuc hién trén
may tinh ala ban.

8-

Bang giai nén cac tép...
C:\Program Files {x86)\CMC\CMDDYCMCMngP 2g.exe
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Budrc 4:
- Sau khi cai dit xong, chon “C6, khéi dong lai may tinh ngay” dé khai dong
lai may.
- Nhin Hoan tat dé két thuc qua trinh cai dit.
& Cai dit - CMC Malware Detection & Defense phién ban 2025 —

Hoan thanh cai dat CMC Malware
Detection & Defense

P& hodn thanh cai d&t CMC Malware Detection & Defense,
may tinh cla ban can dugc khdi dong lai. Ban cd mudn khdi
ddng lai ngay?

0 5, khai ddng lai may tinh ngay

() Khéng, t5i =& khdi ddng lai may tinh sau

***Luu y: Vi seryer Windows sé khai dong lai, nén ban nén thuc hién cai dat
ngoai gio hand chinh dé tranh anh hwong dén dich vu.
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OO CMC CYBER SE;URITY
Buorc 5:

- Sau khi may tinh khoi dong lai, nhap dap vao biéu twong phan mém CMDD
trén Desktop dé mo.

- VAo muc Ban quyén va kiém tra trang thai. Néu con han, phan'mém da duoc
cap ban quyén thanh céng.

cMcCMDD @ cwoo X

Trangchd Quét Llichsiquét Capnhat Caidat Bdanquyén ':f:ﬁ} °VN

w

BAn quyén

Trai nghiém todn bé tinh ndng véi phién bdn Professionall

Théng tin hoé trg

Théng tin ban quyén Théng tin thiét bi @
CMC Cyber Security ) i o )

Tal khodan CMDD Hé diéu hanh Windows 10 Education
Bla chi: 11 Duy Tan - CAu Glay - Ha N 10/04/2025 10:26:53 Bla chi MAC 00-0C-29-63-5A-24
Hotline: 1300 2025 10/07/2026 10:26:53 Ma thiét bi VMWare NVME_0000

Serial CCS01_CMC _CYBER _...
Xem hudng dan s dung Tal day Trang thal Con han
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Ov CMC CYBER SECURITY
Aspire to Inspire the Digital World

4.2. Kiém tra két ndi téi cong quan tri tap trung

Buwéc 1: Sau khi cai dat phan mém, truy cap va dang nhap thanh cong vao cong

quan tri tap trung

Buwéc 2: Tai giao dién hién thi, thanh céng cu bén trai man hinh, truy cap mo-dun

“Théng tin hé théng”.
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@ cMoD o

(©) Giam sat hé thong >

@ Théng tin hé théng v

© Théng tin hé théng

© Thong tin phan mém
© Danh sach ban va hé th...
@& Théong ke >

{]DQ Quan tri b3
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Aspire to Inspire the Digital World

Buéc 3: Sau khi truy cap, mét giao dién danh sach cac may tinh dang dugc quan ly

s€ hién thi.
@ cMpp ° © &

@ Gidm sat hé thong >
Nhém mdy tram Méy tram Nhap t M Tatca 3.

@ Thongtinhéthng v

o
Q N

© Thong tin phdn mém

T4t ca mdy tram 221 (] MAYTRAM NHOM MAY TRAM IP/MAC :i:fu CAP NHAT LAN cu6!
© Danh sach ban v hé th...
© Thengke 5 v CMC Cyber Security AV 20 (£ (] [ e Admin-PC CCS01_CMC_CYB... 192.168.0.213/1C... Windows 1... 09/05/2025 0818
& Quintri N ~ CMC Cyber Security N8 201 (£ (] [ ®AnhPT CCS01_CMC_CYB... 192.168.1.8/ 40-1... Windows 1... 03/08/2025 01:01
O CCSOICMCCYBER.. 200 (2@ [ e Blacklotus CCSO1_CMC_CYB... 2624721520 /1. Windows 1... 04/07/2025 15:15
O ecmc CCSO01_CMC_CYB... 192.168.1.174/ A8... Windows 1... 08/08/202517:27 }
[ ecmccs CCS01_CMC_CYB... 192.168.0.215/B... Windows 1... 21/04/2025 16:12
[ ecmces CCS01_CMC_CYB... 192.168.18/ BO-5... Windows 1... 23/04/20251332 }
[ ecmecs24 CCSO01_CMC_CYB... 192.168.1.23 / 00... Linux (Ub... 06/05/202517:32
[ e cCMCCS-Ketoan CCSO01_CMC_CYB... 192.168.1.20 / und... Windows 1... 07/08/202517:03 }
[ cCMCCS-Ketoan CCS01_CMC_CYB... 192.168.1.20 / 7C-.. Windows 1... 09/08/2025 11:04
M e cunne wann Anent arin avn 1 vseanine nn Y aninnmane cvaa
S6dongmditrang 20 v ] « < . 2 el B Eud . ind BSA B
Copyright @ 2024 CMC Cyber Security Bi6u khodn & Chinh sdch  H8 trg
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Bwéc 4: Tim kiém thiét bi vira cai dat bang cach sir dung thong tin dia chi MAC
trén phan mém trén may tinh va tra cau ¢ giao dién trén

Mo tng dung trén may tinh, mo thé Ban quyen, tai myuc Théng tin dia
chi - Pia chi MAC va ghi lai théng tin nay

= - Professional
Bdan quyén

Trdi nghiém todan bé tinh ndng véi phién ban Professionall

Théng tin ho trg

Théng tin ban quyén Théng tin thiét bi ©)

Tal khoan CMDD Hé diéu hanh Windows 10 Enterprise
SpmonE B Dy R Cou it Ho NG Ngdykichhoat 10/04/202510:26:53 Bla chi MAC E0-D5-5E-24-E0-27
Holline: 1800 2026 Ngay hét han 10/07/2026 10:26:53 Ma thiét bl 183584801419

Emall: av@cmc.com Serial CCS01_CMC_CYBER_ ..

Xem huéng dén sif dung Trang thal Cén han

Hotline:
Email support: 11
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Aspire ta Inspire the

al World

Str dung thdng tin ndy, vao lai cong quan tri tap trung va nhap thdng tin vira luu lai

vao 6 tim kiém ¢ Danh sach may tram
@ ¢MDpD 1) © cs

@ Giam sat hé thong >
Nhém mdy tram May tram Tatca v

@ Thongtinhéthdng v

Thong héng D chon O mdy trgm
Q

Thong tin phén mém

HE DIEU

Téit cA méy tram 22 MAY TRAM NHOM MAY TRAM 1P/MAC il CAP NHAT LAN CUGI
Danh séch ban va hé th...
R v CMC Cyber Security AV 202 @ C ® Admin-PC CCS01_CMC_CYB. 192.168.0.213 / 1C. Windows 1. 09/05/2025 08:18
@& Thong ke >
& Quintri 5 v CMC Cyber SecurityNB 201 (£ (@ ( © AnhPT CCS01_CMC_CYB. 192.168.1.8 / 40-1 Windows 1. 03/08/2025 01:01
oAV CCS02_CMC_CY. 10.1.1.166 / 94-C6- Windows 1 12/06/2025 16:26
 Blacklotus CCS01_CMC_CYB 26.247215.20 /1 Windows 1 04/07/2025 15:15
*CcMC CCS01_CMC_CYB. 192.168.1.174 / A8. Windows 1 08/08/202517:27
7] ecmccs CCS01_CMC_CYB. 192.168.1.8 / BO-S. Windows 1 23/04/202513:32 }
* cMcCS CCSO1_CMC_CYB. 192.168.0.215/ B... Windows 1 21/04/2025 16:12
® cmccs24 CCS01_CMC_CYB 192.168.1.23 / 00: Linux (Ub. 06/05/202517:32
® CMCCS-Ketoan CCS01_CMC_CYB 192.168.1.20 / und. Window 07/08/202517:03 }
mditrang 20 v . 2 i8]l Fadl 5 s
Copyright © 2024 CMC Cyber Security Diéu khoan & Chinh séch  H8 trg
cs
@ cmoD o O s
|
@ Giam sét hé thong >

Nhém may tram + Thém nhém May tram ED-D5-5E-24-E0-27 Tatca ~

) Thong tin hé théng ~

Thong tin hé théng Da chon O may tram
Q

O Thong tin phin mém HE Difu
MAY TRAM NHOM MAY TRAM PIMAC CAP NHAT LAN CUGH

Tét ca mdy tram HANH

Danh séch ban vé hé th...

~ CMC Cyber Security AV

&5
Ep

® DESKTOP-HCQOL... 10.1.1.173 / E0-D5-...

10/08/202

@& Théng ke >

& Quantri N ~ CMC Cyber Security NB 201 (2 (@)

Néu mdy tinh da két ndi thanh cong, théng tin may tinh s& hién thi trong danh sach.
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